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Patvertnu izveidei un aprikoSanai novirzis 22
miljonus eiro ES fondu naudas

VUGD

Dalities: oe
e \_f: svetdiena, 23. marts
' dzam nekavejoties
"rte atzimet Jums
ol - .ihd vako patversmi 72h

Lai Latvija straujak virzitos uz priekSu ar patvertnu izveido3anu un pielagosanu,
Eiropas Savienibas Fondu tematiska komiteja vienojusies Sim nolikam novirzit
22 miljonus eiro no Eiropas regionalas attistibas (ERAF) fonda. TreSdien
pasvaldibam izvérté€Sanai nosutits priekslikums par iesp&jamo finanséjuma
sadali.

j.'ffuksmes gadijuma:
‘ tps [[vugd lv

leceréts, ka eso3ais piedavajums laus atbilstosi Ill kategorijas patvertnei pielagot un aprikot vismaz 500
valsts un pasvaldibas ipaSuma eso3us objektus.

Lai par Eiropas finanséjumu nodrosinatu

3 Valsts plano reguléjumu patvertnu N I 5 Bioi .

ﬁ‘; izveidozanai, pielagosanai un patvertnes iespé&jami lielakam cilvéku skaitam,
izmanto3anai Valsts ugunsdzésibas un glab3anas dienests
11. februaris, 14:51 (VUGD) veicis patvertnu kategorizéSanu, izmantojot

vairakus kritérijus, tostarp iedzivotaju blivumu

apdzivotaja vieta, patvertnes atrasanas vietu pasvaldiba.
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Uzbruceji

Krievijas un Kinas TR izcelsmes grupé&jumu aktivitate
joprojam augsta

KRIEVIJA: KINA:
e Cadet Blizzard e Volt Typhoon
e DEV-0586 e Mustang Panda
e Gamaredon e Sparrow Door
e Turla, APT28  Linen Typhoon
 GreyScale e Violet Typhoon
e GhostWriter e Storm-2603

Merki: kritiska infrastrukttra un OT sistémas (energétika, Gdens,
siltums)

Atbildes reakcija: DDoS uzbrukumi no NoName057(16) u.c.
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APT28 Targeted European Entities Using Webhook-Based Macro Malware

& Ravie Lakshmanan £3 Feb 23, 2026 Malware / Threat Intelligence

The CISO's Guide

From VPN Replacement to
Comprehensive ZTNA

Z SentinelOne

PRACTITIONER'S GUIDE

How to Thri\)e with
an Autonomous SOC

The Russia-linked state-sponsored threat actor tracked as APT28 has been attributed to a new campaign

targeting specific entities in Western and Central Europe.

The activity, per S2 Grupo's LAB52 threat intelligence team, was active between September 2025 and

January 2026. It has been codenamed Operation MacroMaze. "The campaign relies on basic tooling and — Trending News

the exploitation of legitimate services for infrastructure and data exfiltration," the cybersecurity company

) \ Anthropic Finds 22 Firefox
said. 1 - <
Vulnerabilities Using Claude Opus 4.6

The attack chains employ spear-phishing emails as a starting point to distribute lure documents that
ThreatsDay Bulletin: DDR5 Bot

Scalping, Samsung TV Tracking,

= Al Model
contain a common structural element within their XML, a field named "INCLUDEPICTURE" that points to a

webhook[.]site URL that hosts a JPG image. This, in turn, causes the image file to be fetched from the
remote server when the document is opened.

Put differently, this mechanism acts as a beacon akin to a tracking pixel that triggers an outbound HTTP
request to the webhook[.]site URL upon opening the document. The server operator can log metadata
associated with the request, confirming that the document was indeed opened by the recipient.

Reddit Privacy Fine and More

Cisco Confirms Active Exploitation of
Two Catalyst SD-WAN Manager
Vulnerabilities

ClawJacked Flaw Lets Malicious Sites
Hijack Local OpenClaw Al Agents via
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Massive cyberattack on Polish power
system in December failed, minister says

0 [Aa) <)

By Reuters

January 13, 2026 1:06 PM CMT+2 - Updated January 13, 2026

Newtly appointed Polish Minister of Energy, Milosz Motyka attends a government reshuffle announcement in Warsaw, Poland, July 23, 2025.
REUTERS/Kuba Stezycki Purchase Licensing Rights [

WARSAW, Jan 13 (Reuters) - Poland's power system faced its largest cyberattack in years in the last week
of December that also followed a different pattern, the country's energy minister said on Tuesday.
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Leadership Cybercrime Nation-state Influence Operations

o

[TTIY

IMAGE: EUGENE CHYSTIAKOV VIA UNSPLASH

Alexander Martin
January 14th, 2026
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Get more insights with the
Recorded Future

Intelligence Cloud.

Learn more.

Cyberattack forces Belgian hospital to transfer
critical care patients

A reported ransomware attack on AZ Monica hospital in Belgium has led to operations being
canceled and forced the Red Cross to transfer seven patients requiring critical care to other
hospitals.

In a statement on Tuesday, AZ Monica confirmed experiencing “a serious disruption” to its IT
systems. To halt the attack, it said it proactively shut down all servers for its campuses in Deurne
and Antwerp, causing massive disruption to care.

The hospital credited the Red Cross with assisting the transfer of critical patients to other
hospitals, as their status was unstable and their safety could not be guaranteed. Other patients
“remain safely in the hospital and are receiving the necessary care.”

"Due to this situation, no scheduled surgeries are possible today. We have informed all patients.
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KRAPSANAS GADIJUMU STATISTIKA
CETRAS LIELAKAJAS BANKAS

(01101:2025.-31.12.2025.)

14 031 342 €

Novérsto krapsanas gadijumu apmers

5170 3 498

gadijumi gadijumi

6550799 654091
= €

Noveérsti Istenoti

TELEFONKRAPSANAS

(ieklauti visi treso pusu veiktie
neaqutorizétie maksajumi)

=

12 212 2530

gadijumi gadijumi

6 515377 4 841823
< =

Noveérsti Istenoti

INVESTICIJU KRAPSANAS
(ieklauti ari citi lidzigi krapniecibu
veidi - viltotie krediti, komisijas utt.)

FINANSU
NOZARES
ASOCIACIJA

12 219 719 € x

Izkrapto lidzeklu apmeérs banku klientiem,
pasiem apstiprinot maksajumu

1082 639
gadijumi gadijumi
965 166 836 985
€ €
Noveérsti Istenoti

CITA VEIDA KRAPSANAS

(ieklauti gadijumi par kuriem informacija ir ierobeZota,
viltus mdajaslapas, tirgotdji, u.c.)



NS /el S 0_JS0 nd e W A

3play  Tresdiena, 28. janvaris + Karlis, Spodris + < -9° Q @«

tv;.lv

ARVALSTIS LATVIJA DEGPUNKTA EKONOMIKA AUTO 900 SEKUNDES  NEKA PERSONIGA

ZINAS SPORTS  IZKLAIDE PODKASTI  TV3PLAY

Zinas * Latvija + Sabiedriba

Cilveki pardod ipasumus un atdod
darglietas — krapnieku guvums
sashiedz 23 miljonus

APSKATI PIEDAVAJUMU
VERTE
AUTO A
23,7 miljoni eiro — tik daudz 2025. gada krapnieki izkrapa Latvijas
iedzivotajiem, kas ir bitisks pieaugums salidzinot ar 2024. gadu, kad
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zaudéjumi bija 16 miljoni eiro, portals “tv3.lv” uzzinaja Valsts policija.
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==L Veiksmigi piekoptas taktikas:

Krapniecibas kampanas zinamu valsts un
komerciestazu varda

Citi e-pasta servisu nosaukumi; 15% Microsoft; 12%

CSDD; 18% VID/EDS; 14% SEB; 12% Swedbank; 6%

Zimolu imitéjosas krapnieciskas
Google reklamas




==L Veiksmigi piekoptas taktikas:

Viltus investiciju piedavajumi ar “zinu portalu” masku (delfi.lv, jauns.lv, grani.lv, TV3, u.c.)
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Basketbolista Porzinga uzvards Epstina failos i... more

Kultira RunaRiga 112 Lieliestasti Politka Viedokli Tavaizglitba Sabiedriba  Novadu zinas

delfiizmekle.lat

Lieli naudas parskaitijumi Kristapa Learn more
POLITIKA 27.10.2025,14:13 konta piesaistijusi tiesibsargajoso ies...

Sensacionalas zinas:10 000 eiro tautai jeb
kapéc varas parstavji noraida iespéju iegat
pasivos ienakumus

) Zinu nodala
{ Jauns.VILETA
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ZINAS  SPORTS  IZKLAIDE  PODKASTI  TV3PLAY

ARVALSTIS LATVIJA DEGPUNKTA EKONOMIKA AUTO 900 SEKUNDES  NEKA PERSONIGA

"Jus melojat miljoniem latviesu": ka
Sanita Jemberga tieSraidé atklaja
bijuso Latvijas Bankas vaditaju,
kur$ 2018. gada saskaras ar
korupcijas apsudzibam | tv3.lv
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CERT.LV Veiksmigi piekoptas taktikas:

ClickFix un infostealer uzbrukumu eskalacija

topvelo.lv

Complate these
cenuklubs.lv Verification Steps

Verify you are human by completing the act SR L L

Verify you are human by completing the action below.

Press Windows & + R 1o open the Run dialog <" Verifying...
Press CTRL « V to paste the verification text

Press Enter 10 verify you're not a robot

ol 1ot

.

Additional Verification Required

Verrty

>
1.Press @8 wWin + R to open the Run
. dialog

cenukiubs.lv needs to review the security of your connection before proceeding

2.Press Ctrl + V| to open Spotlite

3. Click OK to continue
CLOUDFLARE

rivacy + Terms

Aktivi izmantotas kritiskas ievainojamibas

*

CVE-2026-20127 CVE-2026-2441 CVE-2026-21509 CVE-2025-15467
—— ‘
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=L Veiksmigi piekoptas taktikas:

Microsoft un Amazon kontu parpnemsana

Sazinas kanalu parnemsana

B2 Microsoft 15:31 & 2l €

Sigitin « O signal O & < ! ,

NO account? Create onel TOda

i ! Telegram

Sign in with a security key (2)
Signal Security is here

Text Message + SMS

Recently, attempts to Sodien, 13:24
hack users of our

€ sigresiv ptions messenger Wf'”?]-”ée System notice: unusual activity
Solilzethiellel UG ) was detected. Please review
devices to the account :
have Becorme more the details https://vb-ade.com

frequent.

In this regard, Signal
updates Terms of Service
& Privacy Policy and
introduces Mandatory

IZS piedéjVTrus u piea u goéé IZplatha Two-factor Verification

for users.

Stay safe and thank you
Signal

0
© message - e
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Secinajumi

»  Uzbrukumi k|tst hibridi: tie vienlaikus
izmanto gan tehnologiskas, gan cilvékfaktora -
ievainojamibas;

»  Noturiba javeido daudzslanaina: s P
tehnologiska, operacionala, organizatoriska
un cilvékfaktora [iment;

- Atrums ir kritisks faktors: gan uzbrucéju
reakcija, gan aizsardzibas puse.

““““
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Ko es varu darit savas organizacijas
laba?

Apzinat un uzraudzit savu infrastruktdru
(SOC, monitorings)

2. Gatavoties krizes situacijam un piedalities
macibas

3. lzglitot darbiniekus e
*  Vispariga izglitosana NS ==
»  Pikskerésanas simulacijas
*  Spéles



+E=Parbibas nepartrauktibas izaicindjums

DARBIBAS

NEPARTRAUKTIBAS
Merkis: IZAICINAJUMS

Praktiska veida drosa vidé T - Bl -
parbaudit, cik gatava ir iestade LS
reagét uz kiberincidentiem un ar o
tiem saistitam krizes situacijam.

::::::

PieteikSanas: rakstot uz events@cert.lv
noradot iestades nosaukumu, kontaktpersonu, dalibnieku skaitu un vélamo laiku!
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Kiberincidentu
novérsanas institicija
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; Jautajumi?

cert@cert.lv
https://lwww.cert.lv



